Troubleshooting 3Com Boot Services v.1.02

Upgrade Earlier Versions of Boot Services to Boot Services v.1.02

· Verify that end users have installed 3Com Boot Services v.1.02.  If they are using an earlier version, they will have problems with the instructions and examples in the Quickstart Guide and application paper on Automating Ghost with Boot Services.  


Boot Services v1.02 automatically:


· Creates the default directory c:\tftpboot and puts a sample bootptab file in this directory

· Sets TFTP to secure mode, c:\tftpboot

· Sets PXE as the preference in the 3Com Bootptab Editor


The above steps will have to be done manually if using an earlier version of Boot Services. 

TFTP Troubleshooting

File not found error.


· This means that the TFTP service could not find the file the client PC requested. The full filename is displayed on the client PC screen. Make sure this filename is correct and that the file exists

· If you are working in secure mode, check for conflicts with path resolution in: the BOOTPTAB file, the 3Com Managed PC Boot Agent Secure Mode setting (found by running MBACFG.EXE), or the TFTP Secure Mode options (found in settings, file transfer tab of TFTP application or service.)   3Com Boot Services 1.02 automatically sets TFTP Secure Mode to c:\tftpboot.  We recommend that this setting is kept and the bootptab file and all image files are kept in this directory

· Also, there might be an error in the BOOTPTAB entry, there could be an incorrect file location, or the file may not be in the secure directory. Check the file path, ensure that you do not have a typing error, and make sure the file is actually intact and where you think it is

Access violation error.


This message usually indicates one of the following:

· The requested file, menu boot file, or boot image file does not have everyone-read permission

· You are attempting to transfer a file that resides in a directory outside of the designated "secure mode" directory. The secure mode directory by default is c:\tftpboot

Client timed out error.


Several situations could invoke this message:

· TFTP may not be running on the receiving computer

· A packet is not reaching the client. TFTP is a lock-step protocol that waits for the client to acknowledge a packet before sending a new one

· The network is congested and the client’s acknowledgment packet is not reaching the TFTP network server within the predetermined timeout duration. Try increasing the timeout duration in TFTP Options, Settings, Configure Timeout

· "Unable to Start Service" entry in the Windows NT Event Viewer Application Log.  Possible causes for an entry of this type include that the port number was in use or that SOCK32.DLL could not be found

I requested a file with the "..\” path and my request was not fulfilled

· 3Com TFTP ignores ..\ paths to prevent unauthorized end users from traversing up to confidential directories

You receive a "file open" related error.

· The TFTP service (rather than the TFTP application) cannot download files using mapped drives. To work around this problem, you need to assign the service (in the Startup Type Service window in Windows NT: click This Account and type a specific account) to an account with a mapped drive. However, please note that this workaround may compromise security

You request a file, but there is no response from the network server

Here are some possible reasons for a lack of response:

· TFTP has not been started

· TFTP has not binded to the correct NIC

· The TFTP server or TFTP client is not configured properly

The file transfer stops suddenly

There are many reasons for an interrupted file transfer, but here are some possible reasons:

· You are transferring a large file and have exceeded the maximum number of acceptable blocks—65,535 blocks. Increase the blocksize and try transferring the file again

· You have exceeded the client timeout duration. If your network is heavily loaded or congested, you should increase the timeout duration

PXE Troubleshooting

The network bootstrap program or menu boot file is not supplied by the PXE server.

This problem can occur for several reasons:

· The network bootstrap program or menu boot file may not be in the directory specified in the BOOTPTAB database file

· If you have the PXE server installed on a network server that is not also running DHCP, you must enable the ProxyDHCP feature. The first time PXE is used, a prompt to enable “Proxy DHCP” will be displayed.  You can also manually enable/disable ProxyDHCP in the options menu
· If PXE is running on the same server as DHCP an option tag needs to be added to DHCP.  This should have been done automatically when PXE was installed. If you are not using Microsoft DHCP or have a nonstandard Microsoft DHCP installation, you must add the option 60 "PXEClient" tag string manually

To add the option 60 (“PXEClient”) to Microsoft DHCP, follow these steps:

For Windows NT 4.0:

1. Launch the Microsoft DHCP Manager on the network server.

2. In the DHCP Server pane, select the appropriate DHCP Server IP address (or scope) from the list.

3. From the DHCP Options menu, select Defaults.

4. The DHCP Options: Default dialog box appears.

5. Click New, the Add Option Type dialog box appears.

6. In the Name field, enter Class ID.

7. Select String from the Data Type drop-down list.

8. Ensure that the Array option is not selected.

9. In the Identifier field, enter 60.

10. Click OK.

11. The DHCP Options: Default Values dialog box appears.

12. In the Option Name field, select Option 060 Client ID from the drop-down list.

13. In the Value field, enter PXEClient.

14. Click OK to return to the DHCP Manager.

For Windows 2000:

1. From the Start menu, select Administrative Tools/DHCP.

2. Select Server Options from the DHCP tree listing in the left window pane.

3. From the Action menu, select Configure Options.

4. From the list of available options, enable option 60, ClassID.

5. Enter PXEClient for the option 60 string array.

6. Click OK.

7. The ClassID option should now be listed under the Server Options.

8. Close the DHCP configuration program.

You receive a “not found” message for a client PC in the PXE application window.

This message appears for several reasons:

· The client PC may not have been added to the BOOTPTAB database file

· The media access control (MAC) address specified in the BOOTPTAB database file for the client PC may be incorrect

· The syntax (colons, backslashes, etc.) of the client entry in the BOOTPTAB file may be incorrect. When you receive a “not found” message in the PXE application (rather than PXE service) on-screen monitor/log, you have the option of quickly resolving the problem by creating a new BOOTPTAB entry

PXE E78: Could not locate boot server error.

· If DHCP is on the same server as the PXE server, make sure that Option Tag 60 is listed in the DHCP Server

· If DHCP is running on a different server than the PXE server, make sure that you enable Proxy DHCP

· Make sure that all routers are configured correctly.  Port 4011 needs to be enabled and PXE/DHCP requests need to be forwarded

PXE Menu Boot File

PXE menu boot files (or network bootstrap programs) are mandatory in Wired for Management (WfM) environments. Therefore, a client booting PXE must be assigned to a PXE menu file, not a TCP/IP image file.  

Example, an end user creates a TCP/IP Network Boot Image with the Symantec Ghost Boot Wizard.  In the 3Com Bootptab Editor they assign that boot image to a client booting PXE.  This will result in a TFTP error.  The user must use the 3Com Image Editor to create a PXE menu file from the image created by the Symantec Ghost Boot Wizard and assign this PXE menu file to the clients booting PXE.

Each PXE menu boot file can contain up to 16 boot options, including TCP/IP boot image files, other PXE menu boot files, or the local hard drive. These menu boot files normally have *.PXE extensions and have a maximum size of 6 KB, no matter how many boot options are included, because boot options are merely referenced from the PXE menu boot file. 

If there is only one boot option referenced in a PXE menu boot file, the end user does not see the boot menu interface—the boot option is loaded and executed automatically. 

Boot Image Editor Troubleshooting

Edit File: File too large.


This message usually appears when you select a text-based file within a boot image file and then select Edit from the File menu. The text editor that is shipped with Boot Image Editor only opens files under 64 KB. To edit the selected file, extract the file, open it with a text editor or word processor outside of Boot Image Editor, and then add it to the boot image file again.

Error: Not enough space in image to add file


When you first create a boot image file with Boot Image Editor, you must specify the maximum capacity of the image file. If the size of the boot image file is approaching the specified maximum when you try to add another file, you receive this message. Once an image file has been created, you can not increase the size of the image.  You can solve the problem in two ways:
Delete any unnecessary bootstrap files from within the boot image file and then try adding the new file again. 

For example, the user has created a TCP/IP Network Boot Image with the Symantec Ghost Boot Wizard.  This boot image is automatically created as a 1.44 MB image.  If the user wishes to add other utilities such as ghostwalker to the image, it will not fit into 1.44 MB of space.  If the intended client PC has enough memory to support a larger boot image file, create a boot disk from the image and then create an extended image from the boot disk.  To do this:

1. Launch the 3Com Boot Image Editor.

2. Click on Edit an Existing Image.

3. Open the boot image created by the Ghost Boot Wizard.

4. Click on the floppy button on the toolbar.  This will create a boot disk from the image. You may need to take the floppy out and put it back in for the Windows OS to recognize the image.

To create an extended image from the boot disk:

5. Click on Create a New Boot Image File from the main window.

6. Provide a name for the image and select an extended capacity.

7. If using 3com’s PBOOT utility, select the Pre-OS option. A pre-operating system (Pre-OS) connection can be established between the client PC and the network. This Pre-OS connection enables a client PC to download and execute centrally administered desktop management agents from a network server before loading the end user’s preferred operating system from the local hard drive.  Client PCs terminate the Pre-OS connection (or conduct a very soft Ctrl+Alt+Del) with the PBOOT utility and continue to boot from the local hard drive. 

8. Click OK.  You will now be able to add files to this new image.

If the boot image file is larger than a standard floppy diskette, you must create a new image from scratch.

You receive a message related to the *.SYS file extension.


SYS is the default extension for NetWare boot image files. This extension usually generates a message because Windows normally registers the *.SYS extension without associating it with a particular application. 

Windows 2000 Server With Remote Installation Services (RIS) Installed Troubleshooting

An error has occurred when binding the window socket.

Microsoft’s TFTP service is running.  Stop the MicrosoftTFTP service before starting the 3Com Boot Services TFTP service or application.

Error 10048: Unable to bind socket to Port 4011.

The Microsoft BINL service is running.  Stop the Microsoft BINL service before starting the 3Com PXE service or application.

Using BOOTP

When creating a TCP/IP Network Boot Image with the Ghost Boot Wizard, you can specify that you are using static IP addresses.  You must provide the address and it gets hard coded in the wattcp.cfg in the boot image.  Therefore, the boot image is specific to 1 client.  A boot image will need to be created for each client in order to provide unique IP addresses.  

